
Blockchain powered Decentralised WiFi(DeWi)-
“Unlocking the Potential of Wi-Fi Hotspots as Phygital  Public Good”

SatyaSpeak

IAFI WiFi Day Seminar

19th June.2025@New Delhi, Bharat

Dr Satya N. Gupta, NGNguru

PhD (CVU), CEng. DIISc. DRP, IRSSE(VR)

Chairman- Blockchain for Productivity Forum

Professor of Practice- South Asian University

Secretary General- ITU APT Foundation of India 1

mailto:June.2025@New


P A G

E

2

Wi-Fi enabling ubiquitous Last Mile Connectivity(LMC)

1. Ubiquitous – Each smart device (including Mobile Phones) is 

Wi-Fi enabled. 70% of consumer data passes over WiFi.

2. Uses unlicensed spectrum(ISM Band) which is free(690 MHz 

in 2.4GHz and 5GHz Band), 500MHz in 6 GHz and More.

3. All-IP Technology which is very efficient and future-proof, 

based on open and ever evolving standards of IEEE 

(802.11x).

4. Plug-n-Play Ecosystem.

5. Low Power consumption and Low Cost – Overall Infra cost 

about 15% of normal licenced mobile infrastructure.

6. Potential to conserve scarce licensed spectrum through 

Mobile Data Offload (MDO), Fixed Mobile Convergence 

(FMC),Frugal 5G. ( These are all Telcos-Surplus)

7. NINENP (Non- Interfering, Non-Exclusive, Non-Protected) 

– Free for All.

8. Potential to deliver 4G and 5G type services through 

upgradation(802.11ac,Wave2,802.11ax,Wi-Fi 6,Wi-Fi 6e,Be )

9.  Ideal futuristic platform for IoT, M2M and E-health, E-farming, 

E-education, PM-WANI and Job/Entrpreneurs creation.

10. Wi-Fi has become a part of the 5G and 6G ecosystem 

through Releases 16 & 17 of 3GPP IMT Standardisation 

process.



IEEE 802.11 Protocol Release Yr.
Frequency Band(s)-

Ghz
Ch. Width (MHz) Max Throughput

802.11 1997 2.4 22 2 Mbps

11b 1999 2.4 22 11 Mbps

11a 1999 5 20 54 Mbps

11g 2003 2.4 20 54 Mbps

11n (Wi-Fi 4) 2009 2.4/5 20/40 600 Mbps

11ac (Wi-Fi 5) 2013 5 20/40/80/160 6.8 Gbps

11ax (Wi-Fi 6) 2019 2.5/5 20/40/80/160 9.6 Gbps

11ax (WiFi 6E) 2020 2.5/5/6 20/40/80/160 9.6 Gbps

11be (WiFi 7) 2024 2.5/5/6/60 20/40/80/160/320 36 Gbps

Evolution of Wi-Fi Standard (IEEE802.11) - 1997-2024



Wi-Fi 7 -- NextGen Wi-Fi Technology



WANI - Unbundled and Distributed Architecture
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PM-WANI:PRIME MINISTER-WIFI ACCESS NETWORK INTERFACE- 

        A Liberalised Framework for Last Mile Connectivity(LMC) in Bharat



PM-WANI System Architecture

Commercial Agreements



PM-WANI-- Multi-partner play for end-to-end service delivery



Social Impact-Using multiplier effect of an idea whose 

time has come.- Archimedes’ Principle

“Look at the world around you. With the slightest push, at just the right 

place, it can be tipped’’

“Give me a rod 

(mast) long 

enough strong 

enough- and we 

can change the 

life-style of the 

rural folks”
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Managed Hotspot Service Provider (MHSP) as PDOA



Blockchain based Decentralized PM-WANI

Innovation;

Blockchain provides a compelling Use case to adopt Blockchain
technology for PDO and User registration for benefits of 
Decentralization, Transparency, Efficiency and Ubiquity.

This can help to create a network of PDOs(Public Data Offices) and
PDOAs(Public Data Office Aggregators) which will enable users to find and
access the public Wi-fi in a cost effective manner.

User Information like KYC, Identity and Package details will be stored in a
Distributed Ledger Platform and can be verified by Smart Contracts thus
making it easy for the Users to connect to any PDO.



DAO
• A community based Wifi-Cooperative as 

Decentralised Autonomous Organisation 
can be established to create a Blockchain 
based platform and lay down the governing
rules for auto-execution.

PDOA
• PDOA an be mandated to register as a

Node with the Wifi DAO and add all
the PDOs functioning under it.

PDO
• Local entrepreneurs will provide the Wi-fi 

access to the Users.

• PDOs will be adding users to the Platform 
and implement the eKYC and payments.

Users
• Users can subscribe to the network and buy 

the suitable packages.

• The mobile application can be used to find 
Wi-fi zones and connect to Wi-fi

Major Components

Blockchain



High Level Architecture

• Wifi DAO would form the Blockchain Platform and policies/roles for the network to
operate

• The stakeholders would be given secure access over the Blockchain Platform

•  Information will be shared securely between the participants on p2p basis
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Solution Approach

• It  is proposed to create a blockchain based
distributed data ledger platform which allows sharing
of necessary information among all the major players 
and users. The system shall be future proof and
scalable

• All the interactions will be noted on smart contracts, with the
required approvals. The Admin portal shall have role-based
authentication which shall provide valuable insights.

• Auditors or other approved officials can be given permission
to view data by the DAO in automated way.

• The portal will provide real-time information of an active User 
to any PDO, thus eliminating re-registering process and 
providing a superior User experience.

• The portal will hook with Sovereign  Identity Aadhar and
Payments Gateway to enable KYC and fiat payments to the
PDOAs and PDOs.



Integration of Payment Gateways and Aadhar through external systems

Flow

Payment

Payments for the services provided by PDOs and PDOAs

can be automated by integrating with a payment gateways

Monitoring

Auditors will be given access to the Admin portal.
The Admin portal shall have dashboards that will provide key insights.

Usage

User data for all the Users will be updated by the verified Wi-fi access points.
Users can verify the MAC-ID with the nearest SSID.

Authentication

Role Based Authentication for Admin Portal will be implemented

User registration will be validated through Aadhar integration

Registration

PDOA registers to the Blockchain registry and add PDOs.
Users registers through PDO.

Blockchain based 
Registry

TRAI PDOA 
PDO

Auditors User

PDO

PDOA



Decentralized Wireless (DeWi) Network

Decentralized nature of the network, where multiple Wi-Fi hotspots (nodes) 

communicate with each other in a P2P Mesh configuration, enabling Redundancy and 

Resilience.









Decentralization: Rethinking Network Ownership

✓ Wi-Fi Hotspots as nodes.

✓ Blockchain integration through a 

Decentralised Ledger.

✓ Data flow arrows depicting data 

movement and transaction 

validation by Blockchain nodes.







Data Flow: Privacy and Security in DeWi

Security and Privacy protections provided by Blockchain in a DeWi network, includes:

a. Encrypted Data Transmission: The diagram shows arrows marked with "Encrypted Data" moving between nodes (hotspots) to indicate secure data 

transmission.

b. Blockchain Ledger: A subgraph titled "Blockchain Ledger" includes transactions, illustrating how each transaction is recorded and validated by the 

blockchain nodes.

c. User Privacy: A note explains that user identities are protected through encryption and pseudonymization, ensuring privacy.





DeWi: Smart Contract Operation Flow



Mesh Networking: 
Building Resilience and Scalability through Blockchain-enabled Infrastructure

• The mesh network architecture is inherently scalable. 

• As more hotspots join the network, the coverage area 

expands, and the network's capacity increases. 

• This scalability is particularly advantageous in urban 

environments where dense populations can place significant 

demands on network resources. 

• In rural areas, mesh networking extends the reach of the 

network, providing connectivity to regions that are otherwise 

difficult to serve.

• Blockchain's role in mesh networking is critical. 

• It ensures that each node operates securely within the 

network, with transactions being recorded on the blockchain 

to prevent fraud, misuse, or unauthorized access. 

• Blockchain-enabled infrastructure allows DeWi networks to be 

highly resilient, scalable, and self-healing, as each node can 

independently validate and route data, adapting to changes in 

the network environment.

• Nodes in a Mesh Network: Multiple interconnected Wi-Fi hotspots.
• Blockchain Nodes: Highlighted nodes also serve as blockchain nodes.
• Data Paths: Illustrating redundant and secure paths for data.



Node Placement & Strategic Design

a. Determining Node Placement: Each node must be configured to 

communicate with its neighboring nodes, forming a mesh network. The network 

should be capable of dynamically routing data to optimize performance and 

ensure redundancy.

b. Configuration of Blockchain Nodes: Each Wi-Fi hotspot must be equipped with a 

blockchain node, enabling it to participate in the network's distributed ledger. This setup 

ensures that every transaction, whether it’s bandwidth sharing, data transmission, or user 

authentication, is securely processed and recorded on the Blockchain.





Scalability of DeWi Networks in Different Settings

Network performance improves as the density of Wi-Fi hotspots increases, 

with urban areas showing the highest potential performance due to higher 

node density.

DeWi N/Ws in diff. settings (urban, suburban & rural)



A DeWi Use Case in India- WiFi Dabba



A DeWi Use Case in India- WiFi Dabba    contd.----



use case and

fit for blockchain.

1WEEKS

the Blockchain
assess the potential network

1 2 3 4 5

1
Discovery & 

analysis

analyse the 

2

Network 

deployment

Deployment of

3

Initial 

development

Development of the 
backend application, 
admin platform, and 
smart contracts for 
the solution.

6-7 WEEKS

4

Iterative Testing

Test the initial smart 
contract, admin 
platform build and 
improve according 
to business needs 
iteratively.

1-2 WEEKS

5
UserAcceptance 

Testing

Aggregate data from 
testing various 
scenarios to find 
insights on how to 
proceed with the Go 
Live.

1WEEKS

6

6

MVP Live!

Based on your testing 
and evaluation, move 
forward with the 
production launch.

Go Live!

Total -Approx. 3Months

Next step-Timeline for a POC to make Users also Owners
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Thank You

Dr. Satya N. Gupta

sg.ngnguru@gmail.com

( Download complete PM-WANI Framework and various Business 

Models in the book by author from www.digigaonfoundation.com)
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